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Abstract

Computer-based Supervisory Control and Data Acquisition (SCADA)
systems have evolved over the past 40 years, from standalone,
compartmentalized operations into networked architectures that
communicate across large distances. In addition, their implementations
have migrated from custom hardware and software to standard hardware
and software platforms.

On the other hand, the World Wide Web (WWW) has become a
convenient way to access information on the net because the Web browser
integrates different network services into a common easily accessible user
interface. These features coupled with low investment cost are especially
suited for exchanging information of the SCADA system. This thesis tires
to develop an approach for building Web-based SCADA system which is
implemented based on the client/server architecture. It also addresses the
problems concerning security aspects.

The software developed in this thesis tried to route the design of
Web-based SCADA system by supporting all the implementation aspects
for two case studies; the first one is concerned with controlling water level
of a network of dams. This case study discusses and implements the main
aspect of the problem from the water level measurement, logging readings
to server, getting desired levels of water, controlling the gate of the dam,
along with monitoring the logged readings, all with security aspects in
mind. The second case study is issued for monitoring the network traffic on
a set of Very Small Aperture Terminal (VSAT) modems.

The whole project was implemented using open source software and

frameworks. Linux was used as the operating system for the server and the



clients, PHP was selected as programming language for the server side
whereas Perl and C for the client side. MySQL was used as database server.

Both of the implemented systems were tested successfully in many
different environments, to make sure of its validity and testing its
functionality. The environments ranged from Local Area Network (LAN)
to Virtual Private Network (VPN).
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CHAPTER ONE
Introduction

1.1 SCADA Overview

SCADA stands for Supervisory Control and Data Acquisition [1]. SCADA
systems are used to monitor and control a plant or equipment in industries
such as telecommunications, water and waste control, energy, oil and gas
refining and transportation. Such systems encompass the transfer of data
between a SCADA central host computer, also called Master Terminal Unit
(MTU), a number of Remote Terminal Units (RTUs), the central host and the
operator terminals. A SCADA system gathers information (such as where a
leak on a pipeline has occurred), transfers the information back to a central
site, then alerts the operator station that a leak has occurred, carrying out
necessary analysis and control, such as determining if the leak is critical, and
displaying the information in a logical and organized fashion. These systems
can be relatively simple, such as one that monitors environmental conditions
of a small office building, or very complex, such as a system that monitors all
the activity in a nuclear power plant or the activity of a municipal water
system. Traditionally, SCADA systems have made use of the Public Switched
Network (PSN) for monitoring purposes. Today many systems are monitored
using the infrastructure of the corporate Local Area Network (LAN)/Wide
Area Network (WAN) or the global Internet. Wireless technologies are now

being widely deployed for purposes of monitoring [2][3].



1.2 SCADA System Architecture

Specific terminology is associated with the components of SCADA systems.

These SCADA elements are defined as follows:

Operator: Human operator who monitors the SCADA system and
performs supervisory control functions for the remote plant operations.
Human machine interface (HMI): Presents data to the operator and
provides for control inputs in a variety of formats, including graphics,
schematics, windows, pull-down menus, touch-screens, and so on.
Master terminal unit (MTU): Equivalent to a master unit in a master/
slave architecture. The MTU presents data to the operator through the
HMI, gathers data from the distant site, and transmits control signals to
the remote site. The transmission rate of data between the MTU and the
remote site is relatively low and the control method is usually open
loop because of possible time delays or data flow interruptions.
Communications means: Communication method between the MTU
and remote controllers. Communication can be through the Internet,
wireless, wired networks, or the switched public telephone network.
Remote terminal unit (RTU): Functions as a slave in the master/slave
architecture. It sends control signals to the device under control,
acquires data from these devices, and transmits the data to the MTU.
An RTU may be a PLC. The data rate between the RTU and the
controlled device is relatively high and the control method is usually

closed loop [3].

Figure 1.1 shows a typical SCADA system. Each of the showed system

components will be discussed in detail in the next sections.
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Figure 1.1 Typical SCADA System

1.2.1 Field Data Interface Devices

Field data interface devices form the "eyes and ears" of a SCADA system.

Devices such as reservoir level meters, water flow meters, valve position

transmitters, temperature transmitters, power consumption meters, and



pressure meters all provide information that can tell an experienced operator
how well a water distribution system is performing. In addition, equipment
such as electric valve actuators, motor control switchboards, and electronic
chemical dosing facilities can be used to form the "hands" of the SCADA
system and assist in automating the process of distributing water [2].

However, before any automation or remote monitoring can be
achieved, the information that is passed to and from the field data interface
devices must be converted to a form that is compatible with the language of
the SCADA system. To achieve this, some form of electronic field data
interface is required. RTUs provide this interface. They are primarily used to
convert electronic signals received from field interface devices into the
language (known as the communication protocol) used to transmit the data
over a communication channel [2].

The instructions for the automation of field data interface devices, such
as pump control logic, are usually stored locally. This is largely due to the
limited bandwidth typical of communications links between the SCADA

central host computer and the field data interface devices [2].

1.2.2 Communications Network

The communications network is intended to provide the means by which data
can be transferred between the central host computer servers and the field-
based RTUs. The Communication Network refers to the equipment needed to
transfer data to and from different sites. The medium used can either be cable,
telephone or radio [2].

The use of cable is usually implemented in a factory. This is not
practical for systems covering large geographical areas because of the high

cost of the cables, conduits and the extensive labor in installing them. The use



of telephone lines (i.e., leased or dial-up) is a more economical solution for
systems with large coverage. The leased line is used for systems requiring on-
line connection with the remote stations. This is expensive since one
telephone line will be needed per site. Dial-up lines can be used on systems
requiring updates at regular intervals (e.g., hourly updates). Here ordinary
telephone lines can be used. The host can dial a particular number of a remote
site to get the readings and send commands [2].

Remote sites are usually not accessible by telephone lines. The use of
radio offers an economical solution. Radio modems are used to connect the
remote sites to the host. An on-line operation can also be implemented on the
radio system. For locations where a direct radio link cannot be established, a
radio repeater is used to link these sites [2].

Historically, SCADA networks have been dedicated networks;
however, with the increased deployment of office LANs, WANSs and even the
global Internet as a solution for interoffice computer networking, there exists
the possibility to integrate SCADA LANS into everyday office computer
networks [2].

The foremost advantage of this arrangement is that there is no need to
invest in a separate computer network for SCADA operator terminals. In
addition, there is an easy path to integrating SCADA data with existing office
applications, such as spreadsheets, work management systems, data history

databases and Geographic Information System (GIS) [2].
1.2.3 Master Terminal Unit
The central host computer or Master Terminal Unit (MTU) is most often a

single computer or a network of computer servers that provide a HMI to the

SCADA system. MTU process the information received from and sent to the



RTU sites and present it to human operators in a form that the operators can
work with. Operator terminals are connected to the MTU by a LAN/WAN so
that the viewing screens and associated data can be displayed for the
operators. Recent SCADA systems are able to offer high resolution computer
graphics to display a graphical user interface or mimic screen of the site or
water supply network in question. Historically, SCADA vendors offered
proprietary hardware, operating systems, and software that was largely
incompatible with other vendors' SCADA systems. Expanding the system
required a further contract with the original SCADA vendor. The MTU
computer network was physically separated from any office-computing
domain [2].

However, with the increased use of the personal computer, computer
networking has become commonplace in the office and as a result, SCADA
systems are now available that can networked with office-based personal
computers. Indeed, many of today's SCADA systems can reside on computer
servers that are identical to those servers and computers used for traditional
office applications. This has opened a range of possibilities for the linking of
SCADA systems to office-based applications such as GIS systems, hydraulic
modeling software, drawing management systems, work scheduling systems,

and information databases [2].

1.2.4 Operator Workstations and Software Components

Operator workstations are most often computer terminals that are networked
with the MTU. The MTU acts as a server for the SCADA application, and the
operator terminals are clients that request and send information to the MTU

computer based on the request and action of the operators [2].



An important aspect of every SCADA system is the computer software
used within the system. The most obvious software component is the operator
interface or HMI package; however, software of some form is used in all
levels of a SCADA system. Depending on the size and nature of the SCADA
application, software can be a significant cost item when developing,
maintaining, and expanding a SCADA system. When software is well
defined, designed, written, checked, and tested, a successful SCADA system
will likely be produced. Poor performances in any of these project phases
would easily cause a SCADA project failure [2].

Many SCADA systems employ commercial proprietary software upon
which the SCADA system is developed. The proprietary software often is
configured for a specific hardware platform and may not interface with the
software or hardware produced by competing vendors. A wide range of
commercial off-the-shelf (COTS) software products also are available, some
of which may suit the required application. COTS software usually is more
flexible, and will interface with different types of hardware and software.
Generally, the focus of proprietary software is on processes and control
functionality, while COTS software emphasizes compatibility with a variety
of equipment and instrumentation. It is therefore important to ensure that
adequate planning is undertaken to select the software systems appropriate to
any new SCADA system [2].

Software products typically used within a SCADA system are as follows:

e Central host computer operating system: Software used to control the
central host computer hardware. The software can be based on
Linux/UNIX or other popular operating systems.

e Operator terminal operating system: Software used to control the
operator’s computers hardware. The software is usually the same as the

central host computer operating system. This software, along with that



for the central host computer, usually contributes to the networking of
the central host and the operator terminals.

e MTU application: Software that handles the transmittal and reception
of data to and from the RTUs and the MTU. The software also provides
the graphical user interface which offers site mimic screens, alarm
pages, trend pages, and control functions.

e Operator terminal application: Application that enables users to access
information available on the central host computer application. It is
usually a subset of the software used on the central host computers.

e Communications protocol drivers: Software that is usually based within
the central host and the RTUs, and is required to control the translation
and interpretation of the data between ends of the communications
links in the system. The protocol drivers prepare the data for use either
at the field devices or the central host end of the system.

e Communications network management software: Software required to
control the communications network and to allow the communications
networks themselves to be monitored for performance and failures.

e RTU automation software: Software that allows engineering staff to
configure and maintain the application housed within the RTUs. Most
often this includes the local automation application and any data
processing tasks that are performed within the RTU [2].

The preceding software products provide the building blocks for the

application-specific software, which must be defined, designed, written,

tested, and deployed for each SCADA system.



1.3 Web-based SCADA System

Nowadays, Internet is playing an important role in different domains. It had
gained a lot of researches and investments. Hundreds of billions of dollars had
been spent on the infrastructure and the backbone of the Internet; as a result,
Internet now is covering almost the entire planet. This made the Internet an
excellent choice to transfer any kind of data between any two or more points
[4].

Other hundreds of billions had been spent on developing tools,
framework, platforms, protocols and computer languages to make the
development of Internet applications easier and less expensive. Average
programmers could now develop Internet applications easily [4].

These reasons are strong enough to adopt the Internet and its
technologies in any type of distributed applications. SCADA makes no
exception on this [4].

Web-based SCADA System makes use of the Internet and Hypertext
Transfer Protocol (HTTP) and other Web technologies as a communication
layer of the system. It also uses development tools, framework, platforms and
computer languages used to be used by regular Internet applications as
development environment of SCADA application [5][4].

Web-based SCADA system uses the Internet to transfer data between
the RTUs and the MTU and/or between the operators’ workstations and the
MTU. This will reduce the cost of the installation of the SCADA network if
compared with installing a dedicated network for it [5].

It also uses the Internet browser programs such as Mozilla Firefox,
Netscape Navigator or Microsoft Internet Explorer as Graphical User
Interface (GUI) for the operators HMI. This would give all the benefits of

browser-based systems, such as simplifying the installation process of the



client side of the SCADA systems and also enable the users to access the

system using wide range of platforms, as the browsers is now available in

most of the modern operating systems.

Web-based SCADA system has many advantages including: [5]

Using the Client/Server n-tier platforms and development tools to
develop the Web-based SCADA system will get the development cost
and time to the minimum.

Using the Infrastructure of the Internet or the corporate intranet will get
the deployment cost to the minimum.

Increase distance, data sharing and data provision for monitoring and
control systems.

Enabling collaboration between skilled plant managers situated in
geographically diverse locations.

Enabling the business to relocate the physical location of plant
management staff easily in response to business needs.

For the educational and researching purposes; the risk involving in real
laboratory may be avoided by doing the dangerous experiments
remotely [4][5].

1.4 Introduction to the Open Source Concepts

In this project, all the operating systems, programming languages and servers

are chosen from the open source world. This section introduces the open

source concept and shows the reasons of adopting it.

Open source refers to a program in which the source code is available

to the general public for use and/or modification from its original design free

of charge, i.e., open. Open source code is typically created as a collaborative
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effort in which programmers improve upon the code and share the changes

within the community. Open source sprouted in the technological community

as a response to proprietary software owned by corporations [6].

The following are some of the advantages of using open source software:
Lower software costs: Open source solutions generally require no
licensing fees. The logical extension is no maintenance fees. The only
expenditures are for media, documentation, and support, if required.
Simplified license management: The software is obtained once and
installed as many times and in as many locations as needed. There’s no
need to count, track, or monitor for license compliance.

Lower hardware costs: In general, Linux and open source solutions are
elegantly compact and portable, and as a result require less hardware
power to accomplish the same tasks as on conventional servers
(Windows, Solaris) or workstations. The result is the task is done using
less expensive or older hardware.

Scaling/consolidation potential: Again, Linux and open source applications
and services can often scale considerably. Multiple options for load
balancing, clustering, and open source applications, such as database and
e-mail, give organizations the ability to scale up for new growth or
consolidate to do more with less.

Great support: Support is available for open source, often superior to
proprietary solutions. First, open source support is freely available and
accessible through the online community via the Internet. And second,
many technical companies (not the least of which is Novell) are now
supporting open source with free online and multiple levels of paid
support. All open source solutions distributed by Novell are included in

support and maintenance contracts.
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e Escape vendor lock-in: Frustration with vendor lock-in is a reality for all
IT managers. In addition to ongoing license fees, there is lack of
portability and the inability to customize software to meet specific needs.
Open source exists as a declaration of freedom of choice.

« Unified management: Specific open source technologies such as Common
Information Model (CIM) and Web Based Enterprise Management
(WBEM) provide the capability to integrate or consolidate server, service,
application, and workstation management for powerful administration.

e Quality software: Evidences and researches indicate that open source
software are high quality products. They are comparable to the peer
commercial ones, plus the fact that source code is available for everyone
to see, analyze and enhance, tend to drive excellence in design and

efficiency in coding [6][7].

1.5 Literature Survey

There are several published literatures and papers about Web-based SCADA,
and here is a descriptive review to some of them:

e B. Qiu and H. B. Gooi published in 1999 a paper entitled (Web-Based
SCADA Display Systems (WSDS) for Access via Internet). This
paper has described a Web-based SCADA display system designed for
the WWW. The object-oriented design approach and the client/server
module allow the user great flexibility to dynamically interact with the
SCADA system [8].

» Mike Clayton EP et al. published in 2002 a paper entitled (A SCADA-

Web Interconnection with TCP in Java). In this paper the basic
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concepts for a TCP Java overall structure to implement an interaction
between the SCADA systems and Web servers, has been discussed [4].

e Kostas Kalaitzakis et al. published in 2003 (Development of a data
acquisition system for remote monitoring of renewable energy
systems). The development of a data acquisition system for remote
monitoring the operation of a plant is analyzed in this paper. It is based
on Client / Server architecture and it does not require a physical
connection, e.g. through network, serial communication port or
standard interface such as the IEEE-488 [9].

e Andrew K. Wright et al. published in 2004 a paper entitled (Low-
Latency Cryptographic Protection for SCADA Communications).
This paper had discussed the aspect of security of SCADA systems and
how the security enforcement in the system affects the overall

performance and the real-time requirements [10].

1.6 Work Objectives

The main objective to be achieved in this project is to build a software and
hardware infrastructure for Web-based SCADA system.

The second objective is to show how to implement such systems using
open source platform and frameworks. This will give many advantages in the

area of cost and flexibility.
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1.7 Thesis Layout

The thesis is structured into five chapters.

Chapter Two gives an overview about Web applications development.
It also introduces the concepts of databases.

The thesis implements two case studies to illustrate the Web-based
SCADA systems. The development procedures and details of the software
and hardware of the first case study are illustrated in details in Chapter Three.

Chapter Four describes the second case study. The chapter illustrates
the implementation of the server and client sides.

Chapter Three and Four also give an operator related instructions to use
both of the systems implemented in the case studies, it also shows the results
obtained from the developed software and the environments it was run and
tested into.

Finally, conclusions gained from the thesis with some ideas for the

future work are listed in Chapter Five.
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CHAPTER TWO
Distributed Web Applications and

Database Concepts

2.1 Overview

In Web-based SCADA systems, the MTU is implemented as a distributed
web application. For that reason; it is very important to introduce the basic
concepts of this type of applications. These concepts are illustrated here in
this chapter.

An application is a computer program that solves a particular problem
or related set of problems. A simple application runs in a single process space
and often loads in utility, or helper, functions through dynamic-link libraries,
which helps the application to achieve its task.

A typical application that interacts with a user consists of three
elements: presentation, application logic, and data services. Each of these
elements (or services) has its own attributes, as shown in table 2.1 [11].

Presentation, also known as the user interface (Ul), focuses on
interacting with the user. Application logic, or business rules, perform
calculations and determine the flow of the application. Business rules are
constraints, usually self-imposed, that companies or organization use to help
them operate in their particular business environments-essentially, they
encompass those practices and policies that define an organization's behavior.

Business rules often define a baseline for application requirements and

15



provide guidance to the developer. In practical terms, these business rules are
goals that developers strive to meet for their applications.

Data services manage information by storing data and providing data-
related functionality. For example, a MySQL running on a Linux Server

computer would be a data service [11].

Table 2.1 Service Attributes of each Application Element

Service Service Attribute

Type

Presentation Presentation of information and functionality,
navigation, and protection of wuser interface

consistency and integrity.

Application Shared business policies, generation of business

Logic information from data, and protection of business
integrity.

Data Definition of data, storage and retrieval of persistent

Services data, and protection of data integrity.

2.2 Types of Applications

According to the combining or separation of the application elements in

logical layers, the applications could be classified according to the following

types:

2.2.1 Single-tier Applications

In a single-tier application, only one layer supports the presentation,

application logic, and data services. Only one application or application
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element processes all three of these services. The data itself can be physically
stored in any location, such as on a server. However, the functionality for

accessing the data is part of the application [11].

2.2.2 Two-tier Applications

Two-tier, or standard client/server applications, group presentation and
application logic components on the client machine and access a shared data
source using a network connection. In a two-tier application, the user
interface and business rules are a single layer that runs on the client computer.
Separate applications, such as MySQL or Oracle database servers, provide the
data services. Client/server applications are often two-tier applications, such
as in a Java application that calls a MySQL stored procedure to provide data
to the application. The Java application is one layer, and the MySQL data
services are another layer [11].
Classical two-tier architectures have brought efficiencies to businesses, but
there are also a number of limitations:
= Monolithic client applications
Two-tier applications tend to have monolithic client-side components,
which prevent incremental improvements (upgrades and bug fixes) to
the application.
= Difficult to scale
Application scaling is poor because of the limited number of database
connections available to clients. Connection requests beyond this limit
are simply rejected.

e Difficult to maintain
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It is hard to maintain client-side application logic because it has to be
deployed to every client. Any change in the logic must be redistributed
to all clients.

Compromised confidentiality

Application logic on the client potentially exposes business rules to
users.

Difficult to use broadly

It is difficult to use two-tier application logic broadly, because
applications are bound to specific database systems and table formats.
Tightly bound to data source

The client is often configured for a particular database, so moving data
to a different database is more difficult.

Poor network performance

A network runs inefficiently because of the amount of raw data that is

transferred across it. Much of the database processing is not localized.

2.2.3 Multi-tier Applications

Tiers are a logical concept. The three tiers are generally described as user

(first), business (second or middle), and data (third); however, there can be

more than three tiers in a multi-tier application. Because of this fact, multi-tier

applications are sometimes referred to as n-tier applications where n is any

number greater than or equal to three.

A service is a unit of application logic that implements operations,

functions, or transformations that are applied to objects. For example, a

business service could be implemented with PHP class that ensures a

purchase does not exceed the buyer's credit limit. In multi-tier architectures,

presentation, application logic, and data elements are conceptually separated.
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These tiers don't necessarily correspond to physical locations on the network.
For example, all three tiers may exist on only two machines or they may be
deployed on five [11].

Presentation components manage user interaction and request
application services by calling middle-tier components. Application
components perform business logic and make requests to databases [11].

With multi-tier applications, the client provides only one layer: the user
interface. The business rules are performed on a system between the user
interface and the data storage system. This allows the presentation services,
user interface, business rules, and database to reside separately, as illustrated
in Figure 2.1 [11].

/2
\—/

User
Data

/2
\—/

Presentation

/N
_l/

Business Logic

Figure 2.1 User Interface, Business Rules, and Database Reside Separately

2.3 Elements of a Distributed Application

Applications could be viewed as being separated into presentation, business
rules, and data services, each application could be built as a set of features or
services that are used to fill consumer requests. When an application is
modeled as a collection of discrete services, the application's features and

functionality could be packaged for reuse-shared among multiple
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applications, and distributed across network boundaries, as illustrated in

Figure 2.2.

Relational Database
{(MySQL, Oracle,
SOL Server)

Acocass APls

Web Servar Middleware
(Apache, I1S) _—Em’""‘“ 51 (PHP. ASP. Serviet)

Web Browser
(Mozzilla Firefox, Netscape Navigator,
Internet Explarer)

Figure 2.2 Typical Distributed Web Application

Three-tier architectures are often called server-centric, because they uniquely
enable application components to run on middle-tier servers, independent of
both the presentation interface and database implementation. The
independence of application logic from presentation and data offers many
benefits:
e Centralized components
Components could be centralized for easy development, maintenance,

and deployment.
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Load balancing

Application components could be spread across multiple servers,
allowing for better scalability.

More efficient data access

Database connection limitation problem is minimized since the
database now sees only the application component, not all of its clients.
Also, database connections and drivers are not required on the client.
Database connections in two-tier applications are acquired early and
held; in three-tier applications, they are acquired late and released.
Improved security

Developer can secure middle-tier application components centrally by
using a common infrastructure. Developer can grant or deny access on
a component-by-component basis, simplifying administration.
Simplified access to external resources

Multi-tier application simplifies access to external resources, such as

mainframe applications and other databases [11].

2.3.1 Presentation Tier

Presentation tier of a distributed Web application is usually implemented
using Hypertext Markup Language (HTML) because it is standard language
of all Web browsers [11].

HTML is a text-based markup language. It is a simple language for

formatting documents that are displayed in a Web browser. The primary task
of the browser is to render documents according to the HTML tags they

contain and display them on the monitor [12].

HTML pages provide interaction with user in two ways; allowing the

user to jJump from page to page through hyperlinks. The other way allows the
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user to send data to the Web server using the HTML Forms. The Web
browser does not know how the server processes these data. It only sends the
data using HTTP request and gets a response back from the server. The
browser renders the response as a normal HTML document. It does not care
how the server had generated it [11][12].

From the Web browser perspective of view, it only sends HTTP request
for the Web server. The request could be a name of an HTML document or a
name of a server side application with some data sent by the user using
HTML Forms. The Web browser then expects a HTTP response. The
response should be a HTML page which is rendered by the browser [11].

2.3.2 Middle Tier

In distributed Web applications, the middle tier is responsible for:

1. Receiving the requests from the user presentation layer.

2. According to the request and application logic, the middle tier performs
specific tasks, for example read/update a database, send an e-mail or
consume a Web service.

3. Format the response in a human readable fashion using HTML and
send it back to the user.

In this sense, it should be noted that the middle tier in fact generates the

presentation layer [11][13].

There are many languages and platforms could be used to implement the

middle tier. One of the most obvious choices is the PHP.

PHP is an open-source, server-side, Web-scripting language that is

compatible with all the major Web servers (most notably Apache). PHP
makes it possible to embed code fragments in normal HTML pages—code

that is interpreted as the pages are served up to users. PHP also serves as a
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“glue” language, making it easy to connect your Web pages to server-side
databases [13][14].

PHP is the Web development language written by and for Web developers.
PHP stands for PHP: Hypertext Preprocessor. The product was originally
named Personal Home Page Tools, and many people still think that’s what the
acronym stands for. But as it expanded in scope, a new and more appropriate
name was selected by community vote [13].

When a PHP script executes, it doesn't interact directly with the browser;
only the final product of the PHP script, which usually is an HTML
document, is dealt with by the requesting browser. If a browser were sent an
unprocessed PHP script, the browser would attempt to render the PHP script
as regular HTML. Browsers cannot execute PHP scripts [14].

When a PHP page is requested, before the document is sent to the client,
the document is processed by PHP engine, and the PHP engine executes any
PHP code found in the document. Figure 2.4 illustrates a client request for a
PHP script. The PHP script in this illustration returns a processed HTML
document [14].
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Figure 2.3 PHP Script Request

2.3.3 Data Tier

This layer refers to the components that manage an application’s internal data.
These data are typically under the direct control of a relational database
management system (RDBMS) like MySQL or Oracle. The following section

introduces the database concepts in more details [11].
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2.4 Introduction to Database Systems

Nearly all business applications need to store large volumes of data, organized
in a format that simplifies retrieval. This is accomplished with a DataBase
Management System (DBMS), a mechanism to manipulating tabular data
with high-level commands. The database management system hides low-level
details, such as how data are stored in a database, and frees the programmer to
concentrate on managing information, rather than on specifics of
manipulating files or maintaining links among them [14].

The most popular data storage model is the relational database, which
grew from the seminal paper "A Relational Model of Data for Large Shared
Data Banks," written by Dr. E. F. Codd in 1970. Although there are different
ways to organize data in a database, relational databases are one of the most
effective. Relational database systems are an application of mathematical set
theory to the problem of effectively organizing data [11].

The standard language used for handling relational database is
Structured Query Language (SQL). The history of SQL begins in an IBM
laboratory in San Jose, California, where SQL was developed in the late
1970s. It was originally developed for IBM's DB2 product (a relational
database management system (RDBMS) that can still be bought today for
various platforms and environments). In fact, SQL makes an RDBMS
possible. SQL is a nonprocedural language, in contrast to the procedural or
third-generation languages such as COBOL and C that had been created up to
that time [14].

Two standards organizations, the American National Standards
Institute (ANSI) and the International Standards Organization (ISO), currently
promote SQL standards to industry. Along this project, MySQL is used as
RDBMS [14].
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2.4.1 Introduction to MySQL

MySQL (pronounced My Ess Q EI) is a multithreaded, multi-user, SQL
RDBMS with an estimated six million installations, which make it the most
popular Open Source RDBMS. MySQL is available as open source software /
free software under the GNU General Public License (GPL), it is possible to
buy commercial licensing arrangements for cases where the intended use is
incompatible with use of the GPL [15].

Over the past ten years, MySQL has truly developed into a world class
product. MySQL now competes with even the most feature-rich commercial
database applications such as Oracle and Informix. Many large companies are
using MySQL already, most notably Yahoo [16].

There are APIs available that allow applications written in numerous
programming languages to access MySQL databases, including: C, C++, C#,
Eiffel, Smalltalk, Java (with a native Java driver implementation), Lisp, Perl,
PHP, Python, Ruby, REALbasic and Tcl; each of these uses a specific API.
An ODBC interface called MyODBC allows additional programming
languages that support the ODBC interface to communicate with a MySQL
database. MySQL is mostly implemented in ANSI C, and, that being a
common "lingua franca” for system libraries, tends to use that as its "native"
language [14].

MySQL works on many different platforms; including AlX, BSDi,
FreeBSD, HP-UX, Linux, Mac OS X, NetBSD, Novell NetWare, OpenBSD,
0S/2 Warp, QNX, SGI IRIX, Solaris, SunOS, SCO OpenServer, SCO
UnixWare, Tru64, Windows 95, Windows 98, Windows NT, Windows 2000,

Windows XP and more recent versions of Windows [15].
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2.4.2 Database Concepts

In its basic sense a database is simply a grouping of related information
organized for easy processing and retrieval. The actual data in a database is
stored in tables. A table represents some class of objects that are important to
the users. For example, a SCADA system may have a database with table for
RTUs, another table for operators, and another for logged readings. As in
Figure 2.3, each table is built of columns and rows. Each column represents
some attribute of the object represented by the table. For example, an operator
table would typically have columns for attributes such as first name, last
name, employee ID, and privileges. Each row represents an instance of the
object represented by the table. For example, each row in the RTU table
represents a real world RTU [14].

When organizing data into tables, many different ways could be used to
define tables. Relational database theory defines a process called
normalization, which ensures that the set of defined tables will organize the
data effectively [14].
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Figure 2.4 Pictorial Representation of a Table in a Database

The relational database is so-called so because they are based on the
relations among the tables. The foundation of the relational database is to
break the data into multiple tables that are related by common information
(keys) [14].
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In relational database system, each row has a unique identifier that is
used to indicate the row and to relate it to other rows in other tables. Often, a
close inspection of a database will reveal an existing characteristic that make
each row unique; frequently, this can become the primary key. This type of
primary key is called composite. For example, in an Operators table, an
operator’s Social Security number is a composite primary key. When there is
no column that can be used as a composite primary key, the RDBMS can
automatically generate a unique numeric (incremental) key for each row [14].

A column in a table that stores a value and relates that value to another
table is called a foreign key. For example, a column in a RTU table that stores
the Social Security number of the operator who has the administration

privileges administrate on that RTU is a foreign key [14].

2.5 Security Aspects of Web-Based SCADA System

SCADA systems that monitor and control critical infrastructure such as power
generation and transmission, water and waste water and pipelines over a wide
area network, should be highly secured and out of the access of any
unauthorized party [3].

Hypothetically, by hacking into a SCADA network monitoring water
gates in a dam and taking control of the SCADA system, a malicious hacker
could make disasters by opening and closing of the gates at will.

Putting the SCADA system on the Web get things more risky, but it
also gives the solution as well. By using the available IT security solutions,
which is widely deployed, widely tested and considered to be proven

solutions, the entire problem of the security is almost disappear [3].
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Security is about controlling access to a variety of resources, such as
application components, data, and hardware. There are three concepts upon
which most security measures are based:

e Data Protection
e Authentication
e Authorization [17]

2.5.1 Data Protection

Data protection is the process of providing data confidentiality, integrity, and
non-repudiability. Data requires protection not only while in transit but also
while it is stored. Regardless of what the data's form, once data enters
unsecured communication channels it becomes vulnerable to attack [17].

Encrypting the data provides data confidentiality. Data encryption uses
a crypto algorithm in conjunction with a crypto key to render data useless to
someone lacking both the correct algorithm and key to decrypt the data. The
crypto key is an additional variable used in the algorithm. A crypto key
contains a numeric value that is limited by the number of bits the key
contains. Although a 40-bit key contains 2*°, or 1,099,511,627,776, possible
key values, a typical PC could try an exhaustive search of every possible key
value in approximately one week. However, if the crypto key consists of 128
bits, a brute force attack would need to try up to 2'%, or 3.4 x 10%, values.
Each additional bit doubles the possible number of values. Crypto keys enable
a public algorithm to be used by multiple parties without compromising data
encrypted with the algorithm [17].

Since the crypto key determines the strength of the encryption, all
encryption algorithms are vulnerable to brute force attacks. A brute force

attack is the systematic attempt to decrypt data using every possible key. For
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example, if the crypto key used to encrypt a data consisted of only four bits, a
brute force attack would only need to try up to sixteen crypto key values to
compromise the data [17].

Data integrity is achieved through the use of hash algorithms, digital
signatures, and message authentication codes [17].

To ensure the integrity of data, a hash of that data can be sent to
accompany it. The receiver can then compare a hash that it computes on the
received data with the hash that accompanied the received data. If the two
match, the received data must be the same as the data from which the received
hash was created. A hash is a fixed-length string of numbers and characters. It
IS computed using a hashing algorithm, such as Message Digest 5 (MD5) or
Secure Hash Algorithm (SHA-1). Hashing is a one-way operation that cannot
be reversed to recreate the original data [17].

A digital signature takes hashing a step further by encrypting the
computed hash using a private key. This extra step can prevent an attacker
from intercepting data and its accompanying hash, modifying the data, and
then simply re-computing the new hash for the modified data. Since a digital
signature is an encrypted hash, an attacker would need access to the original
private key that was used to create the original digital signature. On the
receiving end, digital signatures can be verified using the associated public
key. Digital signatures can be used to enforce non-repudiation, which can
later be used to prove the origin, contents, and timestamp of the data [17].

Message authentication codes (MACs) are used by technologies such as
Secured Socket Layer (SSL) to verify that data has not been altered while in
transit. However, since MACs use a common key for encryption and
verification, they cannot be used to enforce non-repudiation [17].

SSL Provides encryption services to several applications by using

public and private keys to encrypt data transmitted between a server and a
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client. This method of encryption is one of the strongest encryption
techniques. It uses two keys, one key is public to all users, and the other is
private to the server. If a message is encrypted using the public key, there is
no way to decrypt that message without the private key [17].

While most commonly associated with Web browsers, SSL is also used
to provide encryption services to many other applications [17].

SSL requires the server hosting the application that uses SSL to acquire
a private/public key pair for encrypting the data. Figure 2.5 shows the

encryption process for Web applications [17].
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Figure 2.5 Encryption for Web-based transactions

The secure communication process is explained in the following steps:

1. The Web client attempts to connect to the Web server by using SSL.
No additional software is required for the client. The client simply
changes the protocol in the Universal Resource Locator (URL) from
http: to https:.
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. The Web server returns the Web server's certificate and public key to
the Web client. The Web client requires the public key to encrypt any
transmissions sent to the Web server.

. The Web client and Web server enter into a negotiation to determine
encryption levels. The Web server and Web client negotiate to
determine if 40-bit, 56-bit, or 128-bit encryption will be used for the
session key.

. The Web client generates a session key and encrypts the session key
with the Web server's public key. The session key is set to be the length
negotiated between the Web client and the Web server. Once the
session key is encrypted, the encrypted session key is transmitted to the
Web server.

. The Web server decrypts the session key using the Web server's private
key. Only the Web server has access to this private key, ensuring that
the connection attempt isn't intercepted by an attacker.

. The session key is used to encrypt all further data exchanged between
the Web client and the Web server.

The benefit of using application-level security is that the encryption

requires no additional work by the user. The only noticeable change is that the
user must use https: in the URL rather than http: [17].

2.5.2 Authentication

Authentication is the process of identity confirmation, which is the one layer

of security control. Before an application can authorize access to a resource, it

must confirm the identity of the requestor. The requestor establishes an

identity by providing some form of credentials, which is known only to the

requestor and the authenticating host. In some circumstances, the requestor
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may want to verify the identity of the authenticating host, which is called

mutual authentication [17].

2.5.3 Authorization

Authorization is the process of verifying that an authenticated party has the
permission to access a particular resource, which is the layer of security
control following authentication. Just because an authenticating host has
confirmed the identity of the requestor, it does not necessarily follow that the
authenticated requestor has the correct permissions to access a particular
resource. For example, a normal user can not modifies the settings of a RTU,

but only the administrator can [17].
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